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ABSTRACT

systems concerned.

Information systems have been used in most spheres of life in the last two years.
Simultaneously, the risk of security threats has increased dramatically. These attacks
take a variety of forms aimed at destroying system data or even shutting down their
operations. A study of cyber-threats (attacks) on Wireless Sensor Networks (WSNs) is
described in this publication. The consequences of cyber-threats on the WSN according
to network tiers, as well as privacy concerns, are depicted in this paper. The study's
findings include a classification of these attacks that can lead to the development of
cyber-security solutions that can prevent them from causing damage to the information
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1. Introduction

A Wireless Sensor Network (WSN) is a
collection of sensors that work together to
monitor the physical environment. Sensor
nodes use their wireless radios to
communicate with one another as well as with
the base station (BS) for data storage,
processing, and exchange. WSNs are resource
constrained, so normal protocols aren't an
option. WSN consists of various kinds of sensor
nodes that are linked through wireless
channels and are able to provide digital
interfaces to physical things. It is a crucial part
of the Internet of Things (IoT) [1]. The Internet
of Things (IoT) is a network of various things
that are joined together through servers,
sensors, software, and other hardware. IoT
components can be used as devices in the cyber
world to improve their wusability and
serviceability. WSN and IoT environments, on
the other hand, are targeted by a variety of
threats, including cyber ones. As a result, it is

necessary to investigate these attacks from
many angles in order to develop remedies,
which will be provided as cyber-security
systems. Threats and attacks can be classified
based on their impact on information systems,
such as data loss, layer construction, and
system operation.

2. Materials and Methods

Classification of threats in WSN - Cyber -
Security Systems

Banking, healthcare, education, emergency
services, and the military have all become more
reliant on cyberspace, which has the potential
to increase the level of complexity. Inaccurate
information is disseminated, tactical services
are hindered, sensitive data 1is accessed,
espionage is carried out, data is stolen, and
financial loss is caused by cyber-attacks
(threats).Over time, the nature, complexity, and
severity of these attacks have developed in
such a way that their complexity has grown as
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well. Because security systems are weak in
comprehending how these attacks work, many
companies and governments are vulnerable to
attack. Developing efficient security measures
involves a thorough understanding of such
assaults and their classification, which is based
on the following criteria: purpose, legal
classification, involvement severity, scope, and
soon [2].

Furthermore, because sensor nodes are placed
unattended, WSN systems are more vulnerable
to various security attacks. The well-known
attacks are grouped in this section based on

their effects on the WSN layers [3]-[5]. Figure
(1) depicts the classification of assaults
(threats) based on their impact on WSN layers
.The attacks (threats) in cyber-based WSNs
work in several layers, but the majority of them
work on the application layer, as shown in Fig
(1). The Distributed Denial of Service (DDoS)
assault is a multi-layer attack that can
efficiently disrupt the working flow of various
layers to achieve noticeable results. issues.
Some of them are discussed here so that you
can learn more about each threat (attack).

Attacks type in Cyber Security based on network for WSN
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Figure 1. Cyber-Attack on WSN layers

2.1. DDos(Distributed Denial of Service)

It is a well-known network attack that uses a
collection of zombie computers to flood the
host server with a huge number of requests via
geographically spread internet connections,
disrupting and blocking genuine user requests.
DDoS impairs service by generating network
congestion and preventing network
components from carrying out their normal
functions, which is much more disruptive for
[oT [6]. The distinction between DoS and DDoS
is that DDoS attacks the target by doing more

than just connecting to the internet, making it
harder to detect and execute through botnets
or machines controlled by the attacker. DoS is
carried out with the use of a script or a DoS tool
[7].

DDoS affects all layers of the Open Systems
Interconnection (OSI) model, Secure Sockets
Layer (SSL), User Datagram Protocol (UDP),
Hypertext Transfer Protocol (HTTP), Hypertext
Transfer Protocol (FTP), and Internet Control
Message Protocol (ICMP) are among the
protocols used. Code-division Multiple Access

Eurasian Research Bulletin

www.geniusjournals.org
Page |59


https://geniusjournals.org/index.php/erb/index

Volume 19| April, 2023

ISSN: 2795-7365

(CDMA), coding, modulation, and transmission
media [8] , [9]. The WSN Dataset (WSN-DS) is
commonly used in WS to identify and classify
DoS attacks. WSN-DS enables the use of a

Figure 2. DDos attacks

2.2. Malicious domain

Malicious domains are regarded as the most
critical resources that adversaries require in
order to conduct operations on the Internet.
The DNS (Domain Name System) protocol is an
important part of the Internet. It simplifies
Internet Protocol (IP) addresses that are tough
to remember into easy-to-remember domain
names. When compared to other methods, DNS
data analysis for detecting rogue domains
provides a number of advantages. For starters,
DNS data only accounts for a small part of
overall network traffic,c making it ideal for

variety of intelligence and data mining
approaches to improve the detection and
categorization of DoS attacks [10],DDoS is
classified as shown in Fig (2).

analyzing large or small networks that cover a
wide range of topics. Furthermore, it typically
aids in the reduction of the amount of data to
be analyzed, allowing researchers to explore
DNS traffic to Top Level Domains (TLD).
Furthermore, useful characteristics in DNS
traffic for specific danger behavior, such as
domain owner and autonomous system (AS)
number, have made DNS traffic important for
testing artificial intelligence algorithms to
detect disasters before they occur [11].
Malicious domains are classified as shown in

Fig. (3).
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Figure 3. Malicious domain

2.3. Malware tracks, while others, like worms, automated
Malware is just malicious code that poses as a viruses, and botnets, can live and spread on
helpful piece of software, message, document, their own. A Trojan, rootkit, virus, worm, and
or data and exploits all system weaknesses. botnet are all types of malware that are
Some dangerous programs, including Trojan packaged together for survival, transmission,
horses, spyware, viruses, and rootkits, require and command and control . According to [12],
the use of a host application to mask their malware is classified as shown in Fig (4).
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Figure 4. types of madware
2.4. Spam Email the received spam message can record the
It is commonly used by a variety of entire system in WSN, confusing the operating
applications, including fraudsters and hackers, system and the applied application. Spam email
to achieve their goals of destroying data in an is classified as shown in Fig. (5).

unrecoverable manner. In the application layer,
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2.5. Malicious Social Media Messaging

Social media allows people to interact and
share life events, images, and videos. Excessive
sharing or a failure to recognize impostors, on
the other hand, might put the organization and
its employees at risk. distinct accounts
Typically, social media accounts are used by
attackers during the reconnaissance stage of a
social engineering or phishing campaign. Social
media may provide attackers a platform to
impersonate  reliable  individuals  and
businesses and the information they need to
launch further assaults like social engineering
and phishing [13]. Phishing is a type of online
attack that focuses on obtaining the user's
identity, notably on social networking
platforms. It also gives the infected people
fictitious instructions that can help them gain
their user name and password more quickly.
This attack uses a two-step technique that
begins with sending a friend request and
continues with the attack's ability to obtain the
identity after it is accepted [14]-[15].

2.6. Business Email Compromise (BEC)

The attacker must appear as unobtrusive and
credible as possible when performing an email-
only attack. This can be done in a number of
ways, but one of the most effective is to format
an email such that it appears to be a typical
part of the company's business dealings. BEC
(business email compromise) is one of the
most expensive cyber-security risks. It takes
numerous forms, including transferring money
to the attacker by receiving some emails from
the victim or by following fishing links and
impersonating the leaders to direct the
transfer. This category is aimed towards
money-making companies or global providers.
BEC is classified as shown in Fig (6).

For example, the attacker breaks into a
network of wireless sensors used to store the
COVID-19 vaccine and sends a large number of
doses to a secure location or kills current doses
by changing the temperature of the containers
and demanding fresh ones. BEC scams are
classified into six types [16]-[17]:

- Bogus Invoice Scheme It relies on
consumers, providers, and suppliers
exchanging emails with one another. While
they exchange information via email, the
supplying firms are available for BEC to
connect with.

- CEO Fraud : For the purpose of moving funds
to accounts controlled by the attackers in
certain banks, the attacker writes official
emails to the executives of the firms. This is
accomplished using unfollowable urgent
communication links.

- Account Compromise : The aim of this attack
is to inform employers to transfer money to
specific bank accounts in official emails from
trusted institutes.

- Attorney Impersonation Attackers use
fictitious identities, such as those of lawyers, to
send emails to people who require information
such as phone numbers and other details in a
more secure way. These assaults often target
lower-level workers because they lack the
expertise to evaluate the legitimacy of the
request.

- False Invoice Scheme : This method, where
attackers pose as suppliers and seek money
transfers for payments to an account held by
fraudsters, is often used to target businesses
with international suppliers.

- Data Theft : In order to get personal or tax
information for such a person, this kind targets
human resources leaders or workers.
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2.7. Ransomware

Email phishing and spam addressed to
administrators of adopted WSNs are the most
common ways for ransomware to proliferate.
The majority of ransomware assaults are
email-based, and staff members aren't taught
how to spot a malicious email attachment. One
of the best ways for a business to protect itself
against ransomware is to teach personnel to be
more alert to assaults, even if this requires time
and money. The IoT has infiltrated our lives by
establishing an indirect contact link between
people and linked gadgets, leaving a large area
for attackers to execute their job in a bad way.
One of the scariest assaults that [oT networks
face is an application layer ransomware attack.
[18]-[19]

2.8. Mobile Applications
It is now possible to monitor and control a
network of wireless sensor-based IoT devices

using a mobile phone. These applications
employ a client-server architecture. Operating
systems such as Android and iOS have
improved user safety. The programs are
downloaded to mobile devices utilizing various
platforms, which are constantly being updated.
Apps are used to download these types of
programs to the smartphone. In contrast, the
developer's server is critical in ensuring that
such devices work properly. It encompasses all
web applications that deal with data exchange
with clients. This is accomplished by utilizing
the mobile network's communications links. As
a result, the server is regarded as the most
important component because it houses all of
the data and information. To protect devices
from attacks, security measures are available
for mobile and web applications [20] - [21].
Mobile applications are classified as shown in

Fig. (7).
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2.9. Browsing Application Attacks

Browser assaults are frequent and have
damaged unprepared information systems,
especially those that employ WSN. The
majority of well-known browsers have security
mechanisms in place to defend them against
this attack. Unfortunately, capability-based
security is only poorly implemented in the
most widely used OS systems, seldom going
beyond application permission sharing. To
defend against the attacks mentioned,
additional security measures in the form of
software or plug-ins are often needed [22-25].

2.10. Malicious Website

On the WSN and [oT, a malicious website can
be used to install malware without permission.
After installation, it downloads information
from the infected device, including
photographs, movies, and other files. A drive-
by download, on the other hand, usually
necessitates some effort on your part. Without
your permission, the website attempts to
install software on your machine. Rogue
websites, on the other hand, frequently appear
to be legitimate. They may occasionally prompt
you to install software that your computer
appears to need. For example, a video website
may prompt you to download a codec, which is
a little piece of data that a video player needs to
function on the site. You may be used to
installing secure codecs, but they are a risky
installation that could put your device and vital
data at risk. Similarly, a website may ask for

permission to install one program but then
install another on your computer that you do
not want.

Google's Safe Browsing data is one source that
can help us figure out how common hazardous
websites are. Phishing websites are getting
more common, but malware sites are becoming
less popular among hackers, according to
Google statistics [26]. The attacker can utilize
server-side or client-side redirection to force
the browser to connect to the infected website.
Various frameworks are used in targeted
attacks to disrupt the website's performance.
In the event of an infection, this structure has
two tasks:

Redirect :The attacker placed the assaulting
program on the target website in order to
recruit users to a certain malicious domain. If
the attackers are unable to get access to the
website, the redirection process is used. The
same attempt to access the specified website is
made several times.

-Exploit : The attacker utilizes an automated
exploit framework like BEP on the infected
domain. An exploit can be loaded directly from
the BEP by a malicious iframe [27-29].

3. Discussion

As previously said, cyber-attacks take several
forms and can harm the targeted target in a
variety of ways, including workflow, structure,
datasets, and so on. In order to impair the
functioning of the network and cause a
malfunction, these attacks also target a
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particular layer of the OSI structure of the
network. The most common attack types are
classified in Fig. (1), which demonstrates the
real impact of such attacks on the entire layer,
including the protocols used. The majority of
them operate on the application layer, which
deals with data processing and information as
well as wuser interaction. with the final
outcomes. DDoS attacks are distinct in that
they operate across multiple tiers, and they are
considered the most dangerous cyber-attacks.
When reading the explanations for these
attacks, a clear picture of each attack's
behavior emerges. As a result, a powerful
cyber-security system capable of detecting and
predicting attacks in their early phases is being
developed. Furthermore, a variety of solutions
can be provided to overcome data and
information loss, particularly in real-time
systems with crucial data.

4. Conclusion

Effective classification is used for cyber-
attacks. This categorization was determined
using the effects of attacks on layers and
associated procedures. The results of this study
pave the way for the creation of proactive
cyber-security tools that may lessen the risks
associated with such assaults on information
systems. To  provide researchers a
comprehensive understanding of the labor
steps involved, precise information about the
most frequent assaults was also provided.
However, a discussion was convened to
concentrate on the key aspects of the cyber-
attacks that were raised.
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