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ABSTRACT

Due to the fact that wireless communication heavily relies on spectrum utilization,
the growing demand for new wireless services and how they are used is causing
a shortage of spectrum.The challenging technology known as "cognitive radio” is
introduced in order to effectively use the spectrum that is currently available. It is
an adaptive technology that can transmission by identifying its nearby devices.
With no interference to the licensed users.cognitive radio aims to increase the
effectiveness of the spectrum changes. The fact that cognitive radio operates in an
open network environment increases the likelihood that an attacker will attempt
to interfere with the spectral medium. Security then becomes a crucial factor.In
this research we examine the physical layer security concerns for cognitive radio
networks. We provide a summary of a number of current physical layer security
attacks in cognitive radio networks.
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I. INTRODUCTION

In the past few years, many academics
have conducted research in the emerging
topic of cognitive radio [1]-[2], which is a
new area of study for  wireless
communication.

In 2005 Haykins proposed a definition of
cognitive radio, holding that it is an
intelligent wireless communication system
that is aware of its surrounding environment
and uses the understanding-by-building

methodology to learn from the environment
and adapt its internal states to statistical
variations in the incoming RF stimuli by
making corresponding changes in certain
operating parameters in real time, with two

main goals in mind: highly reliable
communication and low-power
consumption|[3].

According to Chen et al. in 2008,
cognitive radios could effectively assist
valuable services and applications by taking
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advantage of the <chance to make
communication with the spectrum holes
[4].The demand for more spectrum for
wireless users will be met with the
advancement of cognitive radio, reaching the
level of the network. The cognitive radio
network will be able to utilize idle licensed

multiple types of physical layer attacks in
CRNs have been  garnering steadily
increasing attention. And in order to defend
against attacks made by hostile attackers,
security measures are required. We then
discuss these physical layer attacks on CRNs
and assess relevant defenses, highlighting
both their benefits and drawbacks.

II. LITERATURE REVIEW
In[5],The author summarizes the security
assaults on the physical layer for cognitive
radio networks and examines security
challenges pertaining to the physical layer in
those networks. To tested the network's
capacity for secrecy, they also provided a
cognitive radio network model. An upper
bound on the amount of secure information
that may be conveyed in cognitive radio
networks can be established using the
performance  results that helped to
characterize the secrecy capacity and outage
probability between a node and its
neighbors.
In[6],The author examined the dangers
present in cognitive radio networks, which
are thought to be one of the most effective
ways to utilize the available spectrum. The
limited spectrum and growing number of
wireless applications made cognitive radio a
flexible approach in the demanding wireless
technology.
In[7],The principal secrecy assaults on the
physical layer of the cognitive radio network
are summarized in this article, along with
some of the strategies used to defend
against them. A case study to spur more
research into the difficulties of security for
cognitive radio networks is also included,
along with open issues and future research
areas in the field of physical layer security
for cognitive radio networks.

airwaves and therefore improve the
utilization of spectrum resources. Due to the
physical characteristics of CRNs, where
different unidentified wireless devices are
permitted to opportunistically access the
licensed spectrum

III. PHYSICAL LAYER SECURE THREATS IN CRNS

The physical channel used to connect two
or more devices—such as network cards,
cables, or the environment for wireless
networks—is known as the basic platform
layer of the TCP/IP model. Traditional
wireless networks employ fixed frequency
bands, whereas cognitive radio networks use
dynamic Opportunistic Spectrum Access. This
is how cognitive radio networks vary from
traditional wireless networks. When using
spectrum sensing to access unallocated
spectrum bands and open air medium as the
physical layer channel in CRNs, there are
numerous security flaws that can be
exploited by an attacker [8].

Primary User Emulation (PUE) Attack,
Objective Function Attack (OFA), Jamming
Attack, Eavesdropping, Primary  Users'
Location Attack, and Learning Attack (LA)
are a few of the most frequent attacks
against CRNs channel and block access to
the physical layer of the cognitive radio
network [9].
primary user emulation (PUE)

When attempting to occupy a certain
channel in CRNs, a secondary user must
determine whether the principal user is
active or not. Additionally, he is permitted
to utilize the particular band while a
principal user is not using it. The secondary
user should promptly change channels to an
empty channel once a primary user is
spotted [10]_[11].

Spectrum sharing techniques should be
employed to achieve spectrum equity if the
secondary user notices that the same band
is already being used by another secondary
user.

By emitting wunique signals in the
authorized band, a primary user emulation
(PUE) attacker can pose as a primary user,
tricking other secondary users into thinking
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there are primary users present. The
secondary users who consider the attackers
to be the band's primary users must stop
using it. The attack would therefore be
successful in stopping secondary users from
using this channel. PUE assaults come in a
variety of forms as of right now [12],
including selfish PUE attacks, malicious PUE
attacks, and some more intricate PUE
attacks. A selfish PUE attack involves two
attackers  concurrently  establishing an

appropriative link in order to enhance their
part of the spectrum resources.

In a malicious PUE attack, the attacker's
objective is to block secondary users from
transmitting by wusing the open channel
Additionally,in some more sophisticated PUE
attacks, the malicious node is only able to
attack the network when the main user is
not present in order to conserve energy for
more potent attacks Fig.1.

:

Malicious user

Sensing Terminal

Sensing Terminal

Primary user

Sensing Terminal

Final spectrum
sensing result

Fusion center

Fig.1 illustrates the main user emulation attack in network-centric cognitive radio

Learning Attack

In a learning attack (LA) [13], the
adversary gives the learning radio in
cognitive radios erroneous sensory input.
When a learning radio picks up incorrect
information regarding transmission schemes,
it will use that information until it can pick
up the right information.

A learning assault is typically paired with
other attack kinds. When a cognitive radio
tries to employ the best transmission
method, for instance, an attacker may launch
a PUE attack or an OFA attack. As a result,
the learning radio may decide that the best
transmission scheme is not the ideal one
and instead choose sub-optimal transmission
schemes, which results in less performance.A
number of strategies have been put forth to
counter learning attacks [13]. The learning
outcomes must first always be periodically
reevaluated. For instance, in a cognitive

radio network, the activities of the primary
users should be continually recalculated in
order to discard any previously learned
statistical process of their activities that may
be inaccurate.

Second, the learning phases should take
place in a truly controlled environment,
meaning there shouldn't be any harmful
signals present. Third, the learned action
shouldn't be wused if it violates certain
fundamental theoretic conclusions. Fourth,
group learning can be used with cognitive
radios instead of solo learning.

A group of secondary users can come
together to learn the environment, making it
more difficult for an attacker to launch a
learning attack.

Objective Function Attack[OFA]

Flexible, cognitive radio can sense the
outside environment, learning from the past,
and make wise decisions to adjust to the
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environment's changing conditions [14], The
cognitive engine of the adaptive cognitive
radio has the capacity to tune a variety of
radio characteristics to satisfy particular
needs such high transmission data rate, low
delay, high security level, and low power
consumption. These radio parameters include
frame size, bandwidth, power, modulation
type, coding rate, MAC protocol, routing
protocols, and encryption techniques [15].

These parameters are determined by solving
one or more objective functions, albeit some
of these functions have a direct connection
to the channel's users' inputs.The attacker
can modify and skew the findings when a
cognitive engine is running to determine the
radio parameters appropriate for the present
environment. The method is depicted in
Fig.2 and the attack is known as the
objective function attack (OFA) [15].

Sub-goal object

Sub-goal object |

Sub-goal abject

Ultimate object |

Attacker

fuse 2
Parameters

o sefting
optimize

Fig.2 Objective function attack[15]

Jamming

The jamming attack, which can be
categorized as a single-channel or multi-
channel attack [16], is another assault
against cognitive radio networks. The rogue
node continuously sends out high-power
signals on one channel during a single-
channel jamming assault. Therefore, this
channel will be jammed for all broadcasts.
This kind of jamming is less effective,
though, because the malicious node must
communicate continuously, which uses a lot
of energy Additionally, the strong interfering
signal may be quickly found. A different,
more effective method of channel jamming is
to jam numerous channels at once.

The conventional method is to
simultaneously emit interfering signals on all
channels. However, even with a huge
number of channels, this still uses too much
energy. Using cognitive radio technology is a
better method since it allows the attacker to

change channels in response to what the
principal users are doing. Attackers can
more successfully jam the channel in this
way  because cognitive radios can
considerably reduce the delay associated
with channel switching.Secondary users must
first recognize that a jamming attack is
actually taking place in order to defend
against it. Building a statistical model using
adequate data about network noise can help
you spot jamming attacks [17]. As a result,
the secondary wuser may be able to
distinguish between an attacker's
interference and background noise when the
attacker attempts to jam it with high power
interference. In order to defend against a
jamming attack, there are primarily two
methods [18]. Use of frequency hopping is
one option.

The secondary users will use their high
switching abilities to switch to other
channels once they discover a jamming
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attack and will do so immediately. Spatial
retreat is another option. The secondary
users may relocate to a place without a
jammer in order to leave the jamming area.
Therefore, the secondary users won't be able
to receive the interference signals that the
jammer is sending out. The drawback of this
approach is that spatial retreat could result
in the secondary user losing contact with
the users it is currently speaking with.
Primary Users’ Location Attack

We include a new type of assault that can
locate primary users and perform a direct
physical attack on the equipment in addition
to the security threats previously mentioned.

In CRNs, since every user can detect the
signal the primary user emits, an attacker
can estimate the distance between the
primary user and itself based on the signal's
strength. As demonstrated in Method A in

to estimate the location of the primary user,
they can obtain a crossover region to
pinpoint the precise location of the primary
user. While this is happening, the attackers
can focus their attack even more due to
their mobility and eventually locate the main
user as indicated in Method B in Fig.3The
attacker can locate the primary user and
perform a direct physical attack on it based
on its position, rendering the primary user
disabled[9].

Fig.3, when —
many s e, 3
7 = B - eSS
attackers use O SN\ o
. / Ve e
this method e b ,,\\ - N .
4
" | [y \I(( N\, \\ \
| \ Ll‘ /" | \l
\\ \\ Attacker A / \\ /\ Attacker B / /
\ N / % ) o
N ~ e 7'\ ) ~ - < 4

(2) Method B

Fig.3 Primary users’ location attack[9].
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Eavesdropping

We discuss here is eavesdropping, in
which a hostile node would listen in on
normal users' communications. The authors
of [19] investigated a network model in
which the principal users utilize a single
antenna, the eavesdroppers can use either a
single antenna or multiple antennas, and the
secondary users employ multiple input
multiple output (MIMO) transmission. To
increase secrecy capacity without interfering
with primary users, the authors analyzed the
possible rates of the MIMO secrecy rate
between secondary users and created a non-
convex max-min problem. When using
Gaussian input, it is possible to maximize
the secrecy rate by optimizing the transmit
covariance matrix. For the case of single-
antenna eavesdroppers, algorithms were
proposed to calculate the highest attainable
secrecy rate, and bounds on the secrecy rate
were found for generic scenarios with multi-
antenna secrecy and eavesdropper receivers.
Here, it is clear that the main concept of
[19] is to use power control algorithms to
raise the rate between legal users while
lowering the rate to eavesdroppers. Thus,
the rate of concealment can be raised
Spectrum Sensing Data Falsification

Discusses Spectrum Sensing Data
Falsification (SSDF)[18]. It is a common

attack in cognitive radio networks and is
also referred to as the Byzantine Attack. The
receiver receives incorrect sensing data and
decides on the improper spectrum access
since the attacker sent bogus local spectrum
sensing findings to its neighbors or the
fusion center. The fusion center or one
secondary user may be the target of this
attack.

If it attacks the secondary user and
provides incorrect sensing information to
just one secondary user, the secondary user
might not be able to distinguish between
accurate and inaccurate sensing data, leading
to incorrect decisions.

Although the fusion center is the target of
the assault, many other users, including
malevolent and legitimate secondary users,
can provide the fusion center with sensing
data. The fusion center will have a high
probability of choosing correctly to identify
which information would be authentic if the
majority of the sensing information comes
from reliable users.

In Cognitive Radio Networks[5] On the
physical layer of cognitive radio networks,
there have been a number of significant
threats and attacks in recent years, which
we highlight in Tablel.

Table 1 lists the physical layer security attacks and their defenses in cognitive radio

network|5]
attacks Countermeasures Characteristics
primary user | LocDef [21] based on the | the process of determining
emulation ( | primary user's location whether a signal is coming
PUE) [20] from an active transmitter

by determining its position
and analyzing its signal
properties.

learning attack | Effective  and

long-term | The learning outcomes must

( LA )[13] learning [13] constantly be updated across
time.
objective Define  threshold values|User can use a good
function attack | whenever the radio intrusion detection system.
OFA [13] parameters need be
updated [20]
Jamming [16] Frequency = hopping  or | For cognitive radio,
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IV.

spatial retreat [17]_[18]

frequency
advantageous.

hopping is

Location
Attack[9]

Primary Users’ | Changing the intensity of
signals irregularly [9]

Location information can be
shielded

Eavesdroppi[19] | Power
beamforming [19]

control or

Theoretical findings to
establish a general bound.

Spectrum Powerful schemes at data | reputation-based schemes or
Sensing data fusion center [22] Sequential Probability Ratio
falsification Test
SSDF [18]
COCLUSION 6. Nanthini, S. Bhagavathy, et al

In this paper , we determined some of the
dangerous attacks on physical layer in
cognitive radio networks and describe the
Characteristics of each one of them.

and discusses the many security flaws that
can be exploited by an attacker against
physical layer in Cognitive radio network
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